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Network attack detection

DoS and DDoS protection

TCP reassembly for fragmented packet protection
Brute force attack mitigation

SYN cookie protection

Zone-based IP spoofing

Malformed packet protection

Tunnel interfaces

DES (56-bit), 3DES (168-bit), and AES encryption
MD5 and SHA-1 authentication

Manual key, IKE, PKI (X.509)

Perfect forward secrecy (DH groups)

Prevent replay attack

Remote access VPN

Redundant VPN gateways

Stateful protocol signatures

Attack detection mechanisms

Attack response mechanisms

Attack notification mechanisms

Worm protection

Simplified installation through recommended policies

Trojan protection

Spyware/adware/keylogger protection

Other malware protection

Application denial of service protection

Protection against attack proliferation from infected systems
Reconnaissance protection

Request and response side attack protection

Compound attacks—combines stateful signatures and protocol

anomalies

Create custom attack signatures

Access contexts for customization

Attack editing [port range, other)

Stream signatures

Protocol thresholds

Stateful protocol signatures

Approximate number of attacks covered

Detailed threat descriptions and remediation/patch info
Create and enforce appropriate application-usage policies
Attacker and target audit trail and reporting

Frequency of updates
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£ .................................................................. £ .................................................................
Destination NAT within same subnet as ingress interface IP i g
Destination addresses and port numbers to one single address and a £ £
specific port number (M:1P)
Destination addresses to one single address (M:1) £ i
Destination addresses to another range of addresses (M:M) £ £
>
StatlcSourceNAT_|P_5hlftmgD|P E .................................................................. £ .................................................................
Source NAT with PAT - port-translated = g
Source NAT without PAT - fix-port £ £
Source NAT - IP address persistency S £
Source pool grouping £ £
Source pool utilization alarm g g
Source IP outside of the interface subnet £ £
Interface source NAT - interface DIP £ =
Oversubscribed NAT pool with fallback to PAT when the address pool £ £
is exhausted
Symmetric NAT g £
Allocate multiple ranges in NAT pool £ £
Proxy ARP for physical port i £
Source NAT with loopback grouping - DIP with loopback grouping £ £
> >
Bum-m [Imemal]database ........................................................... £ .................................................................. £ .................................................................
RADIUS accounting g £
Web-based authentication £ £
PKI certmcat e request s [P KCS 7 ande CS 1 0] ................................... £ .................................................................. £ .................................................................
Automated certificate enrollment (SCEP) £ £
Certificate authorities supported £ £
Self-signed certificates g g
- Max' mu m num be rof . Se cumyzones .......................................................................................................................................................................................
Maximum number of virtual routers
Maximum number of VLANs
BGP ms*ances ..................................................................................................................................................................................................................
BGP peers
BGP routes
OSPF instances
OSPF routes
RIP v1/v2 instances
RIP v2 table size f f
Dynamic routing /5 g




Static routes

Source-based routing

£ £
= =
Policy-based routing £ £
Equal cost multipath (ECMP) £ £

£ £

Reverse path forwarding (RPF)

Dynamic Host Configuration Protocol (DHCP)
Internal DHCP server

DHCP relay

Maximum bandwidth
RFC2474 IP Diffserv in IPv4
Firewall filters for COS

Classification

£ £
£ £
£ £
£ £
Scheduling £ £
Shaping i £
Intelligent Drop Mechanisms (WRED) £ £
Three level scheduling g =
Weighted round robin for each level of scheduling £ £

£ £

Priority of routing protocols

Active/passive, active/active
Low impact chassis cluster upgrades

Configuration synchronization

Session failover for routing change

£ £
£ £
£ £
Session synchronization for firewall and IPsec VPN g =
£ £
Device failure detection 5 2

£ £

Link failure detection

WebUI (HTTP and HTTPS)

Command line interface (console)

£ £
g =
Command line interface (telnet) £ £
Command line interface (SSH) £ £

£ £

Network and Security Manager version 2008.1 or later

Local administrator database support

External administrator database support

Root admin, admin, and read only user levels

£ £
£ £
Restricted administrative networks £ £
£ £
Software upgrades £ £

£ £

Configuration rollback




Structured syslog £ £

SNMP (v2) £ =

Traceroute £ £

DImenswns[waxD] ................................................................. f,f .................................................... ﬂﬂ ....... f ................................................
f fi i

Weight “ - > fi “o» " ff >

Power supply (AC) ¢ ¢

Power supply (DC) ¢ ¢

Maximum power draw

Safety certifications £ £

Electromagnetic Compatibility (EMC) certifications £ £

NEBS Level 3 £ £

Common Criteria : EAL3 £ £

Operating temperature f “ f “

Humidity — — — —
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