Enhanced Network Access Control:
The Holistic Approach to Network Security
The Case for Network Access Control
Device growth on enterprise networks is exploding, driven not only by user devices like smartphones and tablets,
but more recently by Internet of Things (IoT) clients. Each endpoint that connects to the network represents an
opportunity for efficiency gains, but it also increases the attack surface of the network. The reason is that it also
presents vulnerabilities that facilitate network breaches from the inside and outside of the organization. With the
exponentially growing number of IT security threats, attackers often focus on user devices and other endpoints
to gain access to the network.
Traditional security solutions protect the network perimeter, but not the devices and vulnerabilities on the
network. Enhanced Network Access Control (ENAC) can effectively address both the growth and the risk of the
growing device population, by securely managing and controlling access to the network.
Traditionally, ENAC have been most popular with large organizations in a handful of industries. However, due to
the universal requirement for network security, we expect ENAC solutions to be increasingly adopted by smaller
organizations in a wider set of industries, with a projected rapid market growth to $1B in annual sales over the next
four years. Geographically, ENAC are most popular in North America and Europe, followed by the Asia Pacific Region.

Above: Historical and Predicted Enhanced Network Access Control (ENAC) Market Revenue (650 Group, 2019)
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Essential Functionality for Enhanced Network Access Control (NAC)
To address the diverse challenges around access network security and control, Enhanced Network Access Control
solutions (ENAC) have to support multiple feature sets. We define ENAC solutions as network-based security
systems that perform at least four of the following functions:
• Network onboarding: Connects users and devices to the network using credentials from either integrated or
external system user databases, e.g. from directory solutions like Active Directory, for all user devices including BYOD.
Why this matters: Secure onboarding, authentication and provisioning of devices enables device visibility and is
the essential first step first step towards network access control.

• Guest access: The solution provides a means of configurable network access for guest devices that connect to
the corporate network.
Why this matters: Defining and enforcing specific, appropriately limited network policies for guests prevents
deliberate or accidental breaches by visitors.

• Network discovery and visibility: Discovers and monitors devices, users and network elements and provides
detailed information.
Why this matters: Constant device visibility is essential – IT can only secure devices it can see.

• End point health check (posture assessment) : Determines whether end points, e.g. computers, phones,
network devices and others, are properly secured. For example, devices must run the latest antivirus software, the
most recent patch for the operating system and meet other requirements defined by IT.
Why this matters: Posture assessment ensures that onboarded devices remain safe over time and don’t introduce
vulnerabilities onto the network, e.g. acquired viruses or malware.

• Network access control and admission: Interacts with network infrastructure to allow or deny access to a
network based on a set of rules, using RADIUS infrastructure or other systems. The system supports policy-based,
device-based and/or user-based rules.
Why this matters: Granular rule-based access control ensures that network policies can be accurately enforced for
different user groups and endpoints.

Unlike ENAC, partial solutions offer only a subset of the above features: traditional Network Access Control
(NAC) products typically only support the last item above, and point products support one or two of the listed
feature sets. Organizations need to determine the type of solution(s) they currently use or evaluate, and whether
they can comprehensively secure their network.
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Enhanced NAC Requirements for Today’s Access Networks
Modern access networks are growing more complex and present a variety of challenges. These include a
large number of devices types and user groups to be onboarded and secured, a diverse network and security
infrastructure, the security risk from a growing number of IoT, and the need for a leaner IT in light of flat, or
even declining budgets. Enhanced Network Access Control solutions also need to address these challenges, in
addition to the essential functionality described in the previous section.
The resulting requirements are:
• Identity-driven network access control: the first line of defense

Role-based, granular network
policies are a foundation
of network security.

Network access requirements vary significantly for different user groups: visitors typically only need Internet
access, while employees and long-term contractors require extensive access to corporate applications and
resources; yet employee BYOD should only have access to a subset of these resources. The goal is to enable all
users with the resources they need, but limit access to other potentially confidential and sensitive information.
This can be achieved by defining granular network policies based on user roles, type of device, applications, time
of day, location on the network and other criteria. Accurately defining these requirements is essential. We highly
recommend that IT invest in this effort, as identity-based, policy-driven access control is the first line of defense
against unauthorized network access from within.

Above: Identity-based, granular network policies

• Support for all devices on the network: it’s not just about Wi-Fi anymore!

Effectively securing wired
devices is a growing concern
for IT security groups.

Traditionally, ENAC solutions were used to secure wireless devices like laptops, smartphones or tablets, owned by
employees, contractors or guests. The switch to Wi-Fi as the dominant access method funneled large numbers of
devices onto the network, with a variety of makes, models and operating systems. To be able to effectively secure
the network, ENAC solutions need to support all wireless corporate, BYOD, guest and IoT devices alike.
In addition, organizations have become increasingly aware that Ethernet wired devices also present a risk to the
network. For example, if guests plug into an unsecured Ethernet port, they have instant, unrestricted access to
the network. As a result, more and more organizations are starting to secure both the wired and wireless network
infrastructure with ENAC solutions, which provides the added benefit of single-pane-of-glass management. We
recommend this approach as a best practice.

Above: Enhanced NAC supports all wired and wireless devices

ENHANCED NETWORK ACCESS CONTROL

4

• Orchestration of complementary security solutions

ENAC can integrate with
complementary security
solutions to bolster overall
network security.

Enhanced NAC solutions can effectively reduce the risks associated with devices connecting to an organization’s
network, but it cannot solve the broader network security needs of an organization. To that end, many ENAC
interoperate with complementary security solutions, typically with firewalls, MDM/EMM, Intrusion Detection
Systems (IDS), SIEMs and others.

Above: Security Orchestration with Enhanced NAC

Once integrated, the ENAC can exchange information with these solutions. It can leverage the information it
receives to dynamically adjust network access rights, and also extend policy enforcement through the integrated
solutions. Using the ENAC to orchestrate complementary, yet disparate solutions in this manner significantly
increases overall network security. To enable such an orchestrated approach, organizations need to ensure that
their ENAC supports the desired integrations with their current security infrastructure.

• Cloud management for simplified operations

Cloud management
streamlines configuration
and ongoing administration
of ENAC deployments.

While ENAC solutions offer a comprehensive, powerful feature set, customers often find the deployment and
management to be complex and tedious. As a result, administrators may need to undergo extensive training and/
or hire external consultants to able to deploy and manage the solution.
The full capabilities of ENAC solutions have historically gone underutilized due to the inherent complexity of
implementation and management. As a result, we expect a strong push towards easier-to-use ENAC, particularly
to medium-sized and smaller businesses. Cloud management has the potential to significantly streamline the use
of ENAC, as it centralizes the deployment, management and troubleshooting of the system and its distributed
locations; we expect very similar benefits to those that cloud-managed Wi-Fi provides, and that caused a
subsequent surge in popularity of cloud networking solutions.
Right: Cloud Management of Distributed ENAC instances
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• Scalable IoT support and security

Enhanced NAC can
automatically identify and
security onboard IOT.

ENAC solutions have long managed user-controlled devices like smartphones and laptops, but increasingly,
organizations are adopting the use of IoT (Internet of Things) devices to support energy and lighting management,
medical equipment and patient monitoring, surveillance, device tracking, and many other applications. IoT greatly
increase the attack surface of the network and are inherently more difficult to secure. This is because of their
sheer numbers and because their capabilities with regard to features, operating systems and security functions
vary greatly. At the same time, it is essential that they be provisioned with appropriately restricted network
policies (regarding access to network resources, access duration, priority and others), be monitored for unexpected
use, and be given periodic threat assessments. To accomplish this, despite the fact that IoT devices are not
user-controlled, modern NAC solutions offer features that can automatically profile and identify IoT and other
device types, and then onboard and provision them with IoT-specific network policies. These features significantly
increase IoT security and can do so at scale since no IT intervention is required.
We expect the installed base of wireless IoT endpoints in the enterprise market to grow by nearly 800% over the
next 4 years, reaching 8.6 billion units by 2023. Organizations are well-advised to deploy ENAC solutions that can
effectively control the IoT risk on their network.

Above: IoT security with Enhanced NAC

• Interoperability with heterogenous networks
Today’s IT networks often combine infrastructure from different vendors from the access layer all the way to
the core. To support this requirement, ENAC solutions need to support a wide range of infrastructure vendors
and models. This prevents organizations from being locked into one networking vendor, and/or not being able
to secure their entire network infrastructure. It also provides IT departments with much needed deployment
flexibility. Also, some ENAC solutions do not retain the complete feature set when deployed with certain vendors,
or even with specific models. Organizations need to be specific when evaluating supported capabilities with their
given infrastructure.
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Summary and Recommendations

Modern ENAC solutions
provide comprehensive
network security and
deployment flexibility
to address the security
requirements of
today’s networks.

The IT security threat landscape has evolved significantly over the last years. As a result, virtually any organizations’
network is at risk for breaches, be it from outside the organization or from within. For that reason, a complete
approach to network security needs to first consider intelligent and comprehensive device identification and
characterization. Organizations can’t afford to fall behind in their ability to identify what is already on the network
and what is attempting to gain access. Post identification, the system needs to enable secure device onboarding
and authentication with identity-based provisioning with appropriate network policies. From there, continuous
vulnerability monitoring should take place. The system should subsequently have the ability to isolate vulnerable
or infected devices immediately; and accomplish all these tasks for all devices on the network.
To address these requirements, more and more organizations adopt Enhanced Network Access Control solutions
(ENAC). To help organizations assess different options, we recommend they look beyond the technical feature set
and include the below criteria in their evaluation:
• Operational complexity: Enhanced Network Access Control solutions are functionally complex by nature. However,
cloud management has the potential to significantly streamline the deployment and ongoing operation, as it enables
the centralized configuration and management of ENAC instances. Other features like intuitive, GUI-enabled
workflows, as opposed to using traditional, error-prone CLI interactions can further increase operational efficiency.

• Comprehensive support for multi-vendor networks: As part of their evaluation, organizations will assess
compatibility with their current network infrastructure. They also need to ensure that all required features will be
supported on their particular vendor’s network.

• IoT support: IoT are being increasingly deployed and significantly increase the network’s attack surface. ENAC
solutions need to enable IoT security, ideally through automated identification and policy provisioning and
enforcement.

• Security Orchestration: ENAC solutions can be very effective for coordinating and unifying policy enforcement
across complementary security solutions like firewalls and MDM/EMM. We recommend implementing these
system integrations to further increase network security.

Including the above factors in their evaluation will help customers select a solution that addresses the broader
needs of their network, including deployment and operational considerations. Aerohive is an example of an
enhanced NAC vendor that meets all of the criteria listed above.
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About 650 Group
650 Group was started to provide their subscribers and customers with a unique perspective on the industries
they research. The team has decades of experience researching focus industries and the companies within those
industries. 650 Group researches the data center, communications, and Information Technology markets.
Read more at www.650group.com.
Corporate Headquarters
650 Group

3130 Alpine Road, #288 - 262
Portola Valley, CA 94028
info@650group.com
www.650group.com

About Aerohive Networks
Aerohive uses Cloud Management, Machine Learning, and Artificial Intelligence to radically simplify and secure
the Access Network. Our Cloud Managed Wireless, Switching, Routing, and Security technologies provide
unrivalled flexibility in deployment, management, and licensing. Credited with pioneering Controller-less Wi-Fi
and Cloud Management, Aerohive delivers continuous innovation at Cloud-speed that constantly challenges the
industry norm, allowing customers to rethink what’s possible. Our innovations and global cloud footprint radically
simplify Access Network operation for 30,000+ customers and 10+ million daily users.
See how at www.aerohive.com/customers.
Corporate Headquarters

International Headquarters

Aerohive Networks, Inc.

Aerohive Networks Europe LTD

1011 McCarthy Blvd

The Courtyard

Milpitas, California 95035 USA

16-18 West Street

Phone: 408.510.6100

Surrey, UK GU9 7DR

Toll Free: 1.866.918.9918

+44 (0)1252 736590

Fax: 408.510.6199

Fax: +44 (0) 1252711901

info@aerohive.com
www.aerohive.com
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