FEATURE BRIEF

SSL Offload with Stingray Traffic Manager
What is SSL offload?
Secure Sockets Layer (SSL) is a protocol that is used to send traffic securely over the Internet. Traffic is encrypted and decrypted using a
key agreed between the server and client machines. SSL can be used with almost any TCP/IP protocol, but is most commonly used to
secure HTTP (web) traffic, forming the HTTPS protocol. The initial handshake (connect) of SSL is computationally intensive and can put a
drain on server CPU resources. Riverbed® Stingray™ Traffic Manager software and virtual editions offer SSL offload, providing relief from
the processing burden of encrypting and decrypting traffic sent via SSL.

Why do businesses deploy SSL encryption?
Some applications require the use of SSL encryption, but even when it is not strictly needed, SSL increases the security and privacy of a
user’s transaction. It gives a user confidence that they are communicating with a trusted endpoint, that their details are encrypted to
prevent unauthorized snooping, and that the transaction is safe from modification:

SSL brings three confidence-building benefits: authentication, encryption, and integrity assurance
SSL encryption may also be used to verify the identity of the end user, by way of client certificates. This can augment or replace the use of
password-based authentication in high-security environments, and is used by many two-factor authentication processes such as common
access cards (CAC).
However, SSL processing can require substantial computational power on the server to establish the connection (handshake) and then to
encrypt and decrypt the transferred data. This can have significant impact on application performance. SSL offload with Stingray Traffic
Manager takes much of that computing burden off the servers, freeing up compute resource to handle more transactions, more quickly.
Furthermore, the use of SSL encryption prevents a load-balancer from inspecting and acting on the contents of the transaction. If you
enable SSL offload on Stingray, it can perform more efficient load balancing and persistence, it can inspect and modify transactions, and it
can apply prioritization rules to manage the levels of service that your users receive.
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SSL features in Stingray Traffic Manager
High-performance decryption and encryption
Stingray can decrypt and re-encrypt SSL traffic on the fly as it proxies requests
between clients and back-end pools; it uses certificates stored in the catalogs,
including server and client certificates. After decrypting traffic (e.g., to apply
TrafficScript® rules), Stingray can re-encrypt the data if required before passing it
to the nodes. This allows extremely flexible management of requests without
compromising security requirements on potentially untrusted networks.
Stingray supports all major variants of the SSL and TLS protocol, with a wide
range of ciphers (lower-strength ciphers are disabled by default but may be
enabled for legacy applications) and medium-to-high-strength SSL certificates
(4,096 bit and beyond).
Client and server authentication
Stingray supports client authentication (including support for certificate revocation
lists (CRLs) and Online Certificate Status Protocol (OCSP)) and server
authentication. It is used in a range of scenarios to enforce authentication using an
Enterprise PKI.
Centralized management of certificate data
To minimize management overhead and reduce the risk of error, all certificate data
is stored in a centralized catalog and automatically distributed within the Stingray
cluster. Remote or automated management can be performed using the Stingray
APIs and tools, and Stingray proactively raises alerts when certificate resources
are nearing their natural expiry times.
The Stingray SSL catalog may be used to generate test (self-signed) certificates,
and certificate signing requests that may be submitted to your chosen certificate
authority on order to purchase independently-authenticated SSL server certificates
that may be used on public services. You may also manage and import certificates
from other sources, such as enterprise PKIs.

Why perform SSL offload on Stingray
Traffic Manager?
1.

Increase performance: free CPU
cycles on servers, allowing them to
focus on running applications and
supporting more users

2.

Reduce latency: fewer devices
terminating SSL connections will mean
better SSL session reuse and fewer
expensive SSL handshakes

3.

Reduce costs: centrally store and
manage certificates and economize by
purchasing fewer SSL certificates
(where permitted by your certificate
authority)

4.

Optimize traffic: improve performance
by applying load balancing, protocol
optimizations, compression, and
caching to transactions

5.

Increase control: inspect, modify, and
prioritize traffic using traffic
management capabilities and
TrafficScript

In high-security environments, Stingray can
also encrypt transactions before forwarding
them on to the destination servers in your
data center.

SSL decryption and re-encryption in Stingray Traffic Manager gives full visibility of each transaction
without compromising security or performance.
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SSL performance
SSL performance is of interest to organizations that run services that manage a large number of concurrent users. The performancelimiting aspect of SSL encryption is primarily the initial SSL handshake (also known as the ‘RSA Key Exchange’); this handshake is
typically conducted once when a new client connects to the SSL service, and may be repeated periodically (for example, every 2 minutes
to one hour) for security purposes. Generally, if a client reconnects to an SSL service, it will attempt to reuse the previously negotiated SSL
data rather then provoke a fresh (and expensive) SSH handshake.
Stingray uses general-purpose compute hardware to perform the RSA key exchange operation, and can typically handle about 3,000 new
SSL handshakes per second (with 1,024-bit keys) per CPU core. A 12-core server will be capable of well in excess of 30,000 new SSL
handshakes.
Stronger 2048-bit keys are advisable, which are approximately five times more computationally expensive. Budget for approximately 600
new handshakes per second per core, or in excess of 7,000 new SSL handshakes on a 12-core server.

Stingray licensing
Some Stingray products are licensed per-SSL-handshake-operation. Stingray Traffic Manager software will use all the hardware
resources available in order to attain that licensed limit. The implication of this is that if you increase your SSL key strength (from 1,024-bit
to 2,048 for example), the capacity of the Stingray system will not immediately decrease by 80%. Provided that sufficient general-purpose
compute is available, Stingray will continue to operate at the licensed limit, and if the maximum capacity of the compute is reached, you
can either upgrade the underlying hardware (at current market costs, taking advantage of Moore’s Law) or scale horizontally to increase
performance.

Conclusion
SSL offload is a widely used capability of Stingray Traffic Manager that improves application performance and capacity without
compromising the security of the application. Stingray’s licensing model is more cost-effective than alternative hardware-bound appliances,
resulting in a lower total cost of ownership and future-proofing that comes from the freedom to take advantage of Moore’s Law to costeffectively upgrade SSL capacity and increase SSL key sizes when required.

About Riverbed
Riverbed delivers performance for the globally connected enterprise. With Riverbed, enterprises can successfully and intelligently implement strategic initiatives such as
virtualization, consolidation, cloud computing, and disaster recovery without fear of compromising performance. By giving enterprises the platform they need to understand,
optimize and consolidate their IT, Riverbed helps enterprises to build a fast, fluid and dynamic IT architecture that aligns with the business needs of the organization. Additional
information about Riverbed (NASDAQ: RVBD) is available at www.riverbed.com.
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